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§17.12

(12) Maintain a list of specific files
series of records exempted from auto-
matic declassification by the Attorney
General pursuant to section 3.4(c) of
Executive Order 12958.

(c) The Department Security Officer
may grant, deny, suspend, or revoke
employee access to classified informa-
tion pursuant to and in accordance
with Executive Order 12968. The De-
partment Security Officer may dele-
gate the authority under this para-
graph to qualified Security Programs
Managers when the operational need
justifies the delegation and when the
Department Security Officer is assured
that such officials will apply all access
criteria in a uniform and correct man-
ner in accord with the provisions of Ex-
ecutive Order 12968 and subpart C of
this part. The fact that a delegation
has been made pursuant to this section
does not waive the Department Secu-
rity Officer’s authority to make any
determinations that have been dele-
gated.

(d) The Department Security Officer
shall maintain a current list of all offi-
cials authorized pursuant to this part
to originally classify or declassify doc-
uments.

(e) The Department Security Officer
shall promulgate criteria and security
requirements for the marking and safe-
guarding of information, transpor-
tation and transfer of information,
preparation of classification guides, re-
porting of communications related to
national security by persons granted
access to classified information, re-
porting of information that raises
doubts as to whether another employ-
ee’s continued eligibility for access to
classified information is clearly con-
sistent with the national security, and
other matters necessary to the admin-
istration of the Executive Orders, the
implementing regulations of the ISOO,
and this part.

§17.12 Component head responsibil-
ities.

The head of each component shall ap-
point and oversee a Security Programs
Manager to implement this regulation.
The Security Programs Managers
shall:

(a) Observe, enforce, and implement
security regulations or procedures per-
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taining to the classification, declas-
sification, safeguarding, handling, and
storage of classified national security
information;

(b) Report violations of the provi-
sions of this regulation to the Depart-
ment Security Officer;

(c) Ensure that all employees acquire
adequate security education and train-
ing as required by the provisions of the
Department security regulations and
procedures for classified information;

(d) Continuously review the require-
ments for personnel access to classified
information as a part of the continuous
need-to-know evaluation, and initiate
action to administratively withdraw or
reduce the level of access authorized,
as appropriate; and

(e) Cooperate fully with any request
from the Department Security Officer
for assistance in the implementation of
this part.

§17.13 National Security Division; in-
terpretation of Executive Orders.

(a) The Assistant Attorney General
for National Security or a designee
shall represent the Attorney General
at interagency meetings on matters of
general interest concerning national
security information.

(b) The Assistant Attorney General
for National Security shall provide ad-
vice and interpretation on any issues
that arise under Executive Orders 12958
and 12968 and shall refer such questions
to the Office of Legal Counsel, as ap-
propriate.

(c) Any request for interpretation of
Executive Order 12958 or Executive
Order 12968, pursuant to section 6.1(b)
of Executive Order 12958, and section
7.2(b) of Executive Order 12968, shall be
referred to the Assistant Attorney
General for National Security, who
shall refer such questions to the Office
of Legal Counsel, as appropriate.

[Order No. 2865-2007, 72 FR 10069, Mar. 7, 2007]

§17.14 Department Review Committee.

(a) The Department Review Com-
mittee (DRC) is established to:

(1) Resolve all issues, except those re-
lated to the compromise of classified
information, that concern the imple-
mentation and administration of Exec-
utive Order 12958, implementing direc-
tives from the ISOO, and subpart B of
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